NH®OPMALMOHHAA NAMATKA
717 OBYYAROLLNXCA

C KaXkabIM rogomM MOJIOAEKN B MHTEPHETE CTAaHOBUTbLCA 60ﬂbLLle, a WKOJZIbHUKKN O4HU N3 CaMbIX
aKTMBHbIX NO/Ib30BaTENElN PyHeTa. Me>+<,u,y TeéM, NOMMUMO OrpoOMHOro Koamn4yecrtea BO3MO)KHOCTel\;1,
UHTEPHET HECET U Flp06ﬂeMbI. OTa NamATKa A0/1KHA MOMOYb Tebe besonacHo HaXo4uTbCA B CETU.

KomnbloTepHble BUPYChI

KomMnbloTepHbIN BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbIX MPOrPamm, OT/IMYUTENIbHOM
0COBEHHOCTbIO KOTOPOI ABAAETCA CNOCOBHOCTb K Pa3MHOMeHUo. B gononHeHue K 3TOMy, BUPYChI
MOTYT NOBPEeAUTb WAU MONHOCTbIO YHUUTOXUTb BCe dailnbl U AaHHble, NOAKOHTPO/bHbIE
Nno/ib30BaTe/t0, OT UMEHM KOTOpPOro Oblna 3anylieHa 3aparkeHHas NPorpaMma, a TakKe NoBpeauTb
UAN AaXKe YHUUTOXKMTb OnepaLoHHyIo cucTemy co Bcemu dainnamu B LenoM. B 60blUNMHCTBE CayYaes
pacnpoCTPaHATCA BUPYCbl YEPE3 UHTEPHET.

MeTozpbl 3aLmMTbl OT BPEAOHOCHbIX MPOrpamMmm:

1. V|CI'IO!'Ib3yl71 coBpeMEHHbIE OnepaunoHHble CUCTEMDbI, MMeoLLne Cepbe3HbIV1 YpoBEHb 3aWlnUTbl OT
BPEAOHOCHbIX NPpOorpamm;,;

2. MNMocToAHHO ycTaHaBAMBal nayt (UMPPOBbIE 3aMaTKK, KOTOPble aBTOMAaTUYECKM
YCTaHaBAMBAIOTCA C LEeNblo A0PaboTKM nporpammbl) U Apyrve oBHOBAEHMA CBOEW ONepaLMOHHOWN
cuctembl. CKaumBaih MX TONbKO C odULMaNbHOro cata paspabotumka OC. Ecim cyliecTByeT perkmum
aBTOMAaTUYECKOro 06HOBNEHMS, BK/IOUYM €ro;

3. PaboTait Ha cBOeM KOMMbtoTepe Mo, NpaBaMu N0Ib30BaTENA, @ HE AAMUHUCTPATOPA. ITO He
No3BO/IMT BONBLLUNMHCTBY BPEAOHOCHbIX MPOrPaMM MHCTaIZIMPOBATLCA Ha TBOEM NEPCOHabHOM
KOMMblOTEPE;

4. WNcnonb3yih aHTUBUPYCHbIE MPOrpaMmHble MPOAYKTbl M3BECTHbIX MPOM3BOAMUTENEN, C
aBTOMAaTUYECKMM 06HOBNEeHWeM 6as3;

5. OrpaHuyb GpMU3MYECKUiA ZOCTYN K KOMMNbIOTEPY A8 NOCTOPOHHMX L

6. Micnonb3yit BHelWHWe HocuTenn nHGopMauuK, Takue Kak dpneLlka, AUCK uamn Gaiin U3 HTepHeTa,
TO/IbKO M3 MPOBEPEHHBIX UCTOYHWKOB;

7. He oOTKpbiBail KOMMbloTEpPHbIe ¢alinbl, NOAYYEHHbIE U3 HEHAZEKHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NpMcaan TBOW 3HaKOMbIN. Jlyullie yTOYHM Yy HEro, OTNPABAAA N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BWMg, nepepayn AaHHbIX, HE TEXHOJIOrMA, a BCero Auwb bpeHa, mapka. Ewe B 1991
rogy HMAep/iaHACKas KomnaHuAa 3apeructpupoBana 6peng "WECA", yto obosHauvano
cnosocoyeTaHne "Wireless Fidelity", KoTopblh nepeBoanTca Kak "6ecnpoBogHan TOYHOCTL".

[o Hawero BpemeHW gowna apyraa abbpesBuaTtypa, KOTopaa ABAAETCA TAaKOM Ke TexXHOMOoruem.
310 abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe 6bIJ10 AaHO C HAMEKOM Ha CTaHAapPT BbICLLEM 3BYKOBOM
TexHWKM Hi-Fi, 4To B nepesoge o3HayaeT "BbiCOKas TOUHOCTL".



[a, 6ecnnatHbli UHTEPHET-A0CTYN B Kade, OTensax M asponopTax ABAAETCA OT/AUYHOMU
BO3MOHOCTbIO BbIXOAa B MHTepHeT. Ho MHOrMe aKkcnepTbl cuMTatoT, 4To obwenoctynHole Wi-Fi cetn He
ABNAtOTCA 6e30MacHbIMM.

CoBeTbl No 6e3onacHocTM paboTbl B 06wenocTynHbix cetax Wi-fi:
1. He nepegaBali cBOKO NMYHYHO MHPOpMaLMio yepe3 obuegoctynHble Wi-Fi cetu. PaboTas B HuX,
yKenaTeNibHO He BBOAMTbL Napo/iM AOCTyNa, JIOTUHbI U KaKMe-ToO HoMepa;

2. Nicnonb3yit n 06HOBAAN aHTUBMPYCHbIE NPOrpaMmbl n BpaHamayep. Tem camblim Tbl 0b6e3onacuLlb
cebA OT 3aKayku BUpYCa Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonbsoBaHun Wi-Fi oTkatoumn pyHKumio "O6wmn goctyn K dpanam u npuHtepam". [lJaHHan
dYHKLMA 3aKPbITA MO YMONYAHUIO, OAHAKO HEKOTOpble MO/b30BaTe/IM aKTUBUPYIOT ee AnA yaobcrea
Mcnonb3oBaHua B paboTe Mau yyebe;

4. He ncnonb3yi nybamyHoln WI-Fl gna nepegaymn ANYHbIX AaHHbIX, HAaNnpumep 418 BbiIxo4a B
counasibHble CEeTU AW B SNEKTPOHHYIO NOYTY;

5. Ucnonb3yit ToNbKo 3alumlieHHoe coeanHeHrme yepes HTTPS, a He HTTP, T.e. npun Habope Beb-aapeca
BBOAM UmeHHo "https://";

6. B mobunbHoMm TenedoHe oTKaoum dyHKUMo "MogKkntoueHne K Wi-Fi aBTomatuyeckn". He
[0MycKan aBTOMATMYECKOro NoAK/aYeHns ycTpoiictea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn
CoumanbHble CeTV aKTUBHO BXOAAT B HALLY ¥XW3Hb, MHOTUE N0AN PabOTaloT U KMBYT TaM NOCTOAHHO, a B

Facebook YK€ 3apernctpmpoBaH mMmunnnapp 4esnoBeK, 4YTO ABNAAETCA O,G,HOVI Ce,D,bMOVI BCEX KUTenewn
NNaHETHbI.

MHorune nonb3oBaTeIn He MOHUMALOT, YTO MHOPMALMSA, PasMeELLEHHAA UMW B COLLMANbHbIX CETSX,
MOMeT ObITb HalAeHa M UCMO/Ib30BaHA KEM YroAHO, B TOM Yncie He 06A3aTenibHO ¢ Baarmu
HaMepeHUsMHU.

OcHoBHble coBeTbl N0 6€30NacHOCTM B COUMANbHbIX CETAX:
1. OrpaHnyb CNUCOK Apy3eit. Y Tebs B ApYy3bAX HE A0/MKHO 6bITb CyYaHbIX U HE3HAKOMBbIX NOAEN;

2. 3aWwmLalt CBO YacCTHYHO XMU3Hb. He yKasbiBail naponn, TenedoHbl, agpeca, 4aTy TBOEro POXKAEHUA
W OPYryto IMYHY0 MHPOPMaLMio. 310yMbILNIEHHUKM MOTYT UCMO/1b30BaTb AaXKe MHPOPMALMIO O TOM,
KaK Tbl U TBOU POAMTENN NAAHUPYETe NPOBECTU KaHWKY/bI;

3. 3awmuiait cBoK penyTaLumio - AepXKn ee B YACTOTe U 3a4aBall cebe Bonpoc: xoTen bbl Tbl, UTOObI
Apyrve nosib3oBaTeNIn BUAENU, YTO Thbl 3arpyXaellb? MNogymali, npexae 4yem 4To-To onyb6aMKoBaTh,
HanucaTb U 3arpy3uThb;

4. Echm Tbl roeopulb C 1104bMU, KOTOPbIX HE 3HaelWb, HE MCHOﬂbByﬁ CBO€ peasibHOE MMA U APYryto
JTINYHYIO MH¢OpN\aLI,MVIZ nMMA, MECTO XUTENBbCTBA, MECTO y‘-leﬁbl n npoyee;



5. U3berait pasmeweHma poTorpaduii B MHTepHeTe, rae Tbl M306paxKeH Ha MeCTHOCTU, MO KOTOPOA
MOHO OnpeaesiuTb TBO€ MeCTOMOI0XKEHME;

6. Mpu peructTpaumm B cOLMaNbHOMK ceT HeobX04MMO MCNOIb30BaTb C/I0XKHbIE NAPO/IN, COCTOALLME U3
6YKB U LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. OnAa coumanbHOM ceTn, NoYTbl U APYrMX CAaUTOB HEOOXOAMMO MCNO/Ib30BaThb pPa3Hble Nnapoau. Toraa
ecnn 1eba B31OMatoT, TO 310YMbILUAEHHUKM NOAYYaT AOCTYN TOJIbKO K O4HOMY MeCTy, a He BO BCE Cpasy.

DNEeKTPOHHbIE AEHbIN

3/'IEKTpOHHbIe AEHbIN - 3TO OYEHb y,D,O6HbIﬁ cnocob nnaTemeﬁ, OAHAKO CyWeCTBYHOT MOLWEHHUKM,
KOTOpble XOTAT NONYYUTb 3TN AEHbIU.

3ﬂ6KTpOHHbIe AeHbrn noABNANCL coBCEM HEAABHO N MMEHHO MN3-3a 3TOIN0 BO MHOTUX rocyaapcreax 40
CnX Nop He NPONMNCaHO NPO HUX B 3aKOHaX.

B Poccun e OHM OYHKUMOHMPYIOT M O HUX Y)Ke MPOMMCaHO B 3aKOHe, rae MX pasaendAloT Ha
HECKO/IbKO BUAOB - aHOHMMHbIE U HE aHOHMMHble. PasHMLA B TOM, YTO aHOHMMHbIE - 3TO Te, B
KOTOpbIX paspellaeTca NpoBoAWTb onepauun 6e3 naeHTMOUKauMM nosb3osaTtens, a B
HEaHOHUMHbIX MAEHTUOMKALMA NOMb30BaTeNn ABAAETCA 065A3aTe/IbHON.

TaKxe cneayeT pas/iMuyaTtb 3/EKTPOHHble GUaTHble AeHbrM (PaBHbl rOCYAapCcTBEHHbIM BasloTam) U
3N1EeKTPOHHble HeduaTHble AeHbMM (He paBHbl rOCYAaPCTBEHHbIM BalloTaM).
OcHoBHble coBeTbl Mo 6e3onacHoi paboTe C 3NEKTPOHHbIMU AeHbramMu:

1. MpuUBAXKM K cHEeTY MOOUNbHBIN TenedoH. ITO cambln YyA0OHbIN 1 BbICTPbI cnocob BOCCTaHOBUTb
AOCTYn K cyeTy. lNpuBA3aHHbIM TenepoH NOMONKET, ecan 3abyaellb CBOW MNAaTeXHbl Naposb MK
3aigelb Ha calT C HE3HAKOMOTO YCTPOMCTB];

2. Wcnonb3yit ogHopasoBble nNaposu. MNocne nepexoda Ha yCUAEHHYKO aBTopu3auumio Tebe yxke He
6yAeT YrpoXKaTb ONAaCHOCTb KPaXkn MAKM NepexsaTa NaaTexKHoro napons;

3. Bblbepu CnoXHbIA Naposb. MNpecTynHMKam 6yaeT He NpoCTO yrafaTb C/OXHbLIA Mapoib.
HagerKHble Napou - 3TO Napoau, KOTOPbIe COAEPMKAT HE MEHEE 8 3HAKOB U BK/IIOYAIOT B ce6A CTPOYHbIE
M NPOMUCHble BYKBbI, ULMPPbI U HECKOJIbKO CMMBOJIOB, TaKMe KaK 3HaK [o/1apa, OyHTa,
BOCKAMUATE/bHbIA 3HaK M T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM NINYHbIE AaHHble Ha camTax, KOTOpPbIM HE AOBepPAELLb.
3ﬂ€KTpOHHaFI no4yTa

JNEeKTPOHHAsA MoYTa - 3TO TEXHOJIOMMA U MPefoCTaBAAEMble €l YCAYTU MO Nepecblike U
NONYYEHUIO 3MEKTPOHHbIX COOBLLEHMIA, KOTOpPblE pacnpeaenatoTca B KomnbloTepHol ceTn. O6bl4HO
3/1EKTPOHHbIV NMOYTOBLIV ALWLMK BbIIAGUT Cegyrowm obpasom: MMA_Mob3oBaTens @ UMs_aoMeHa.
TaKxe Kpome nepenadyn NpOoCTOro TeKCTa, MMeeTcA BO3MOXKHOCTb nepeaasaTb dpaiibl.

OcHoBHble coBeTbl No 6e30nacHoi paboTe C 3/IeKTPOHHOM NOYTOM:

1. Hago BbibpaTb MpaBW/IbHbIN MOYTOBbLIA CepBUC. B MHTEepHeTe ecTb OrpOMHbIN BbiboOp
6ecnaaTHbIX MOYTOBbIX CEPBMCOB, O4HAKO Jlyylle LOBEePATb TEM, KOO 3Haellb U KTO NEPBbI B PEATUHTE;



2. He yKasbliBali B JIMMHON noyTe AUYHyt0 MHPopmauuto. Hanpumep, nydwe BbibpaTh
"My3blKanbHbI_daHaT@" nam "pok2013" emecTo "temall";

3. Vicnonb3yi ABYX3TanHy0 aBTOpM3aLMto. ITO Korga NOMUMO Naposis HYXKHO BBOAMUTL KO,
npucbliaemsiii no SMS;

4. Bblbepu C/I0XKHbIN Naposib. A KaxkAoro NoYTOBOro AWMKA A0MKEH ObiTb CBOM HaAEKHbIN,
YCTOMYMBLIM K B3/1I0MY NApOb;

5. Ecnv ecTb BO3MOMKHOCTb HanmMcaTb CAaMOMY CBOM JIMYHbIM BOMPOC, UCNOb3YM 3Ty BO3MOKHOCTb;

6. Micnonb3yi HECKO/IbKO MOYTOBbIX ALWMKOB. MepBblit 414 YaCTHOM NepenucKy C agpecaTtamm, KOTOPbIM
Thbl AoBepAellb. ITO 3NEKTPOHHbIV aApec He Hago MCMOAb30BaThb NPU perncTpauumn Ha popymax u
caunTax;

7. He oTKpbIBai ¢aisibl 1 Apyrve BAOXKEHUA B MUCbMaX, AaXKe €C/M OHU MPULLIA OT TBOUX APY3eN.
Jlydwe yTOYHW y HUX, OTNPABAAAM NN OHU Tebe 3T dalinbl;

8. MNocne okoHYaHMA pPaboTbl Ha NOYTOBOM CEPBUCE Nepes 3aKpPbITUEM BKNAAKM C CAUTOM He 3abyab
HakaTb Ha "BbitTK".

KnbepbynnmHr nam BupTyanbHOE U3a4eBaTe1bCTBO

KnbepbynnuHr - npecnefoBaHue coobleHUaMU, CoaepiKallMmMmn ocKopbneHus, arpeccuto,
3anyrmeBaHue; XyJAUraHcTBO; coumanbHoe 60MKOTUPOBAHUE C MOMOLLBIO PA3/INYHBIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocalicsa B 60i. Jlyywnii cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €C/IM HET TOTO, K KoMy
MOXHO 06paTUTbCA, TO BHaYane yCnoKoMTbCA. EC/IM Tbl HauHeLb 0TBeYaTb OCKOP6AEHUAMM Ha
ockopbsieHunA, TO TONbKO eLle 60/blue PA30KKeLb KOHDNKT;

2. Ynpasnan ceoen Knbeppenytaumnen;

3. AHOHMMHOCTb B CETU MHMMas. CyLLecTByoT cnocobbl BbISCHWUTb, KTO CTOUT 32 aHOHMMHbIM
aKKayHTOM;

4. He CTOWUT BECTU XY/IUFAHCKUIA 06pa3 BUPTYyasibHOM XU3HU. NHTepHeT PUuKcupyeT Bce TBOM
OENCTBUS U COXPaHSseT UX. Y4annTb ux byaeT KpaHe 3aTpygHUTENbHO;

5. Cobntogai cBotO BUPTYaIbHYHO YEeCTb CMOJI0AY;

6. UrHopupyi eguHUYHbIN Heratme. OgHOpPasoBble OCKOopbUTeNbHble COOBLWEHMA Aydlle
urHopupoesatb. O6bIYHO arpeccua NpeKpalaeTca Ha HavaabHOM CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMMU COOGLLI,GHMHMVI, B COLlMANIbHbIX CETAX
€CTb BO3MOXHOCTb 6}'IOKVIpOBKVI OTnpaBKu COO6LLI,eHVIVI conpeageneHHbIX aapecos,

8. Ecav Tbl cBngetennb KI/I6ep6yﬂfII/IHI'a. Teoun AEVICTBMHI BbICTYNNTb NPOTUB NpecienoBaTesid, NOKa3aTb
emy, 4to ero AeﬁCTBMﬂ OLEeHNBATCA HeratTMBHO, NoAAepXKaTb KepTsay, KOTOpOﬁ HY>Ha
ncnxosnorn4yecCcKkaa NMOMoOLLb, COO6UJ,MTb B3pOC/ibiIm O Cl)aKTe arpeccmMBHOro nosegeHunA B CeTU.

MobunbHbI TenedoH



CoBpemeHHble CMapTPOHbI U NNAHLLETbI COAEPKAT B cebe BNoHe B3pOC/blit QYHKLMOHAN, U Tenepb
OHM MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMK KOMNbloTepammu. OAHaKo, CPeacTB 3aWmTbl gs
NoAo6HbIX YCTPOMCTB NOKa 0YeHb Masio. TecTMpoBaHME U MOUCK YA3BUMOCTEN B HUX NPOUCXOAMUT He TaK
MHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUIbHbIX MPUAONKEHWNNA.

CoBpemeHHble MObuAbHble Bpay3epbl yXKe MPaKTUYECKU AOrHaM HACTO/IbHble aHaNoMM, OA4HaKO
pacwmpeHne GpyHKLMOHANa BAeYeT 3a coboi 60/1bLUyH0 CIOXKHOCTb M MEHbLLYHO 3aLUULLEHHOCTb.

[aneko He Bce NPOU3BOAMTENN BbINYCKAOT OOHOBAEHUSA, 3aKPbIBAIOWME KPUTUUECKME YA3BUMOCTM
AN CBOMX YCTPOMCTB.

OcHOBHble coBeTbl As1a 6e3onacHocTM MobuabHoro TenedoHa:

Hunuyero He asnAaetca no-HacrtoAawemy 6ecnnaTHbIM. By,ﬂ,b OCTOpPOXXeH, BeAb Koraa Tebe
npegnararoTt 6ecnnatHbI KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKMe-To Na1aTHblIE YCAYTH;

Oymaii, npexge yem oTtnpaBuTb SMS, ¢oTo MaAn Buaeo. Tbl TOYHO 3Haellb, rAe OHW byayT B
KOHEeYHOM wuTtore?

HeobxoamMmo 06HOBAATL ONEepaLMOHHYI0 CUCTEMY TBOETo CMapTdOHa;

Mcnonb3yii aHTUBMPYCHbIE MPOrpammbl 418 MOBUAbHbIX TelepOHOB;

He 3arpyail npuioxeHua oT HEM3BECTHOTO WMCTOYHWKA, BeAb OHWM MOTYT COAEpXaTb BPeAOHOCHOEe
nporpammHoe obecnevyeHue;

Mocne Toro Kak Tbl BblAZeLb C CaifTa, rae BBOAUA IMYHYO MHbOPMaLMIo, 3alian B HAacTpoinKn Bpaysepa
n ypanwm cookies;

Mepuoanyeckn NpoBepan, Kakue NaaTHble YCAYrM aKTUBUPOBaHbI HA TBOEM HOMEPE;

[asai cBoit Homep MobuabHOro TenedoHa TOIbKO /I0AAM, KOTOPbIX Tbl 3Haelb U KOMY A0BepAeLb;
Bluetooth goneH 6bITb BbIKAKOYEH, KOTAa Tbl UM He Nonb3yelbca. He 3abbiBait MHOrAa NpoBepsTh 3TO.
Online urpbl

CoBpemeHHble OHJIAMH-UrPbl - 3TO KPacouyHble, 3axBaTbiBalolMe pa3B/eyeHus, 0bbeamHsoLwme
COTHM TbICAY YENOBEK MO BCeMy MMUpPY. UrpoKM uccneayloT AaHHbIA MM Mup, obwaoTtca apyr C
OPYrom, BbIMOJHAIOT 33a4aHUA, CPAXKAOTCA C MOHCTPAMM M MOJIyYatoT OnbIT. 33 YA40BO/bCTBME OHU
NAaTAT: NOKYNAlOT AUCK, ONIAYMBaOT abOHEMEHT UM NPUOBPETAIOT KaKMe-TO ONLUN.

Bce aTn cpepctBa vayT Ha noageprkaHuMe M pasBUTME Urpbl, @ TaKXKe Ha camy 6e30nacHOCTb:

COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLLMM, BbIMyCKAlOTCA HOBble MaTtuM (UndpoBble 3anaaTku gas
nporpammy), 3aKpblBalOTCA YASBUMOCTU CEPBEPOB.

B I'IOAOGHbIX nrpax CTouUT onacatbCA HE CTOJIbKO CBOWUX COMEPHUKOB, CKOJIbKO Kpa*XuU TBOEro
napoaAa, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpPU3aUnn 60NbLUNHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEro NUTPOBOro aKKayHTa:



1. Ecan apyron Urpok BedeT cebs naoxo uau cosgaet Tebe HenpuATHOCTWU, 3ab0KUPYIH ero B

CNMUCKe UTpoKoB,

2. I'Iomanyﬁcn AOMUNHUCTPATOPAM UTPbl Ha NJI0OX0E nNoBeaeHNE 3TOro UTPOKa, XKeNnaTe/ZIbHO NPUNTOKUTb
KakKne-To JOoKa3aTtesibCTBa B BUAE CKPUHOB,

3. He yKasbiBai NYHY0 MHPOpMaLMio B Npodaiine urpsbl;
4. YBarkal gpyrux y4aCcTHUKOB MO UrpPe;

5. He ycTaHaBnuBai HeopuumManbHble NaTym U Moabl;

6. Mlcnonb3yit CNOXKHbIE U pa3Hble Napou;

7. [axe BO BpemA Urpbl HE CTOMT OTKAIOYATb aHTUBMPYC. OKa Tbl Mrpaelb, TBOM KOMMblOTEP
MOTYT 3apa3sunTb.

DPUWKNHF nnn KpaXa JIMYHbIX AaHHbIX

O6bluHOWM KparKeil AeHer M [OKYMEHTOB CErofHA YXe HUKOTO He yAUBMLIb, HO C PasBUTUEM
WNHTEPHET-TEXHONOMMIA 3/I0YMbILLIEHHUKWN NEPEMECTUANCH B UHTEPHET, U MPOLO/IKAIOT 3aHMMATLCA
"nobumbim" genomTaKk noaBUAACL HOBaA Yrpo3a: MHTEPHET-MOLLIEHHNYECTBA UAU QULLIMHT, T/1aBHasA
LLeNlb KOTOPOTO COCTOMT B NONYYEHUM KOHPUAEHUMANBHBIX AaHHbIX NO/b30BaTeNeN - NOTMHOB U
naponei. Ha aHrnuiickom ssbike phishing untaetcs Kak puwmHr (o fishing - pbibHan nosns, password -
naposb).

OcHoBHble coBeTbl N0 bopbbe ¢ PUWNHIOM:

1. Cneam 3a cBOMM aKkKayHTOM. Eciv Tbl NoZ03peBaellb, YTO TBOA aHKeTa bblna B3IOMaHa, TO
HeobxoaMMOo 3ab/10KMpPOBaTb ee U CO0OLWMTb aAMMUHUCTPATOPAM pecypca 06 3TOM KaK MOXKHO CKOpeE;

2. Ncnonb3yit 6e3onacHble Be6-caiiTbl, B TOM YMC/IE, UHTEPHET-MArasnHOB U NOMCKOBbLIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naponun. Takum obpasom, ecan Teba B3nomaloT, TO
3/10YMbILUNEHHUKM NOAYYaT AOCTYN TONbKO K 0AHOMY TBOEMY NPOd U0 B CETU, @ HE KO BCEM;

4. Ecamn Teba B3nOManm, To HeobXoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble 406aBneHbl y
Tebs B ApYy3bAX, 0 TOM, 4TO TebA B3/IOManN U1, BOSMOMKHO, OT TBOEro MMeHU ByaeT paccbinaTtbca cnam u

CCbIJIKM Ha PULLIMHTOBbIE CalTbI;
5. YcTaHoBM HageHbii naposnb (PIN) Ha MobUAbHBIN TenedoH;
6. OTK/ItOUM coxpaHeHMe Napos B 6paysepe;

7. He oTKpbIBait dainbl v ApyrMe BAOKEHUS B MMCbMAX, AAXKE €C/IM OHU NPULLM OT TBOUX APY3€EN.
Jlydwe yTo4HM Yy HUX, OTNPABAAAM M OHU Tebe 3TK dalinbl.

Undposan penytaums

Lindposan penyTaums - 3T0 HEraTMBHas UAN NO3UTUBHAA MHPOPMaLUUA B CETU O Tebe.
KomnpomeTupytowwan nHGopmaLms, pasmeLLeHHas B UHTEPHETE, MOXKET Cepbe3HbiM 06pasom
OTPa3uUTbLCA Ha TBOEMN peasibHOM KU3HM.



"Undposana penytauma" - aTo TBON MUMUAK, KOTOPbIN popmupyeTca n3 nHbopmaumm o Tebe B
NHTEpHeTe.

TBOe MecTo KUTenbCTsa, y‘-IE6bI, TBOE (I)VIHaHCOBOG nosoxeHune, ocobeHHoCTH XapaKTepa "
pPaccka3bl O 6/1M3KMX - BCE 3TO HaKaMN/MBaeTcA B CETU.

MHorme noApoCTKM JIETKOMbIC/IEHHO OTHOCATCA K nybauvkauum nudHoi uHpopmaumm B UHTepHeTe,
He NOHMMas BO3MOXKHbIX NocneacTBuif. Tbl AarKe HE CMOMKELb A0raaaTbCs 0 TOM, YTo poTorpadus,
pasmelleHHaa 5 et Hasaa, cTana NPUYMHOM OTKa3a NPUHATL Teba Ha paborTy.

KommeHTapuu, pasmelleHne TBoux potorpaduii n apyrue AencTBUA MOTYT HE MCUE3HYTb Aarke nocne
TOro, KakK Tbl MX y4anulb. Tbl He 3HaeLWb, KTO COXPaHWA 3Ty MH$OPMaLMIO, MONana Jin oHa B NOUCKOBbIE
CUCTEMbI M COXPaHWIACh 1N OHa, a TaBHOE: YTO NogyMatoT 0 Tebe OKpy»Katowue Noam, KoTopble
HaMAayT U yBUAAT 3T0. HaTu MHPOPMALMIO MHOTO /IET CNYCTA CMOXKET /1060 - Kak 13 406pbIX
nobyXaeHui, Tak U C HAMEPEHMEM MPUYMHUTL Bped,. ITO MOXKET 6bITb KTO YrogHO.

OCHOBHble COBETbI MO 3aLmTe UndpPoBOI penyTaumu:
1. Moaymali, npexae yem Yto-To Ny6AMKOBATL M NepeaaBaTb y ceba B 610re AW B COLMANLHON CETH;

2. B HacTpolikax npoduns yCTaHOBM OrpaHWYeHMa Ha MPOCMOTP TBoero npoduaa u ero
COoLEpPXKMMOro, caenan ero TonbKko "ana apysein';

3. He pa3meLlalt 1 He yKasbiBali MHPOPMALMIO, KOTOPAA MOXKET KOro-inbo ockopbasTb UM obuKatb.
ABTOpCKOe nNpaBo

CoBpeMeHHbIe LUKOMIbHUKM - aKTMBHble M0J/Ib30BaTeNU uUMbpoBoro npocrpaHcTsa. OAHAKO Aaneko
He BCe 3HaloT, YTO MOJIb30BAaHWE MHOTMMM BO3MOXKHOCTAMMU UMdpPOBOro mupa Tpebyert
cobnofeHnA NpaB Ha MHTE/IeKTyaslbHY0 COBCTBEHHOCTb.

TepmMuH "WHTeNNeKTyanbHas COBCTBEHHOCTL" OTHOCMTCA K Pas3/IMYHbIM TBOPEHUSAM Ye/I0BEYECKOro
YMa, HauMHas C HOBbIX M306peTeHMIA M 3HaKOB, 0603HaYatOLLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCAYTU, U
3aKaHumMBas KHUramu, dotorpaduamm, KUHOGUABMAMU U My3bIKaIbHbIMWU NPOU3BEAEHUAMM.

ABTOPCKME NMpaBa - 3TO NPaBa Ha MHTeNeKTyaslbHy0 CO6CTBEHHOCTb Ha MPOM3BEAEHUA HaYKK,
NiMTepaTtypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTyNatoT B KAYEeCTBE rapaHTUM TOro, YTO
WHTENNEeKTYyaNbHbIN/TBOPYECKUIA TPYA aBTopa He ByfeT HanpacHbIM, AacT emy cnpaBeainBble
BO3MOXHOCTW 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyAa, MOYYUTb M3BECTHOCTb M Mpu3HaHue. HuKTo
6e3 paspelleHMA aBTOpPa He MOMKEeT BOCMPOM3BOAMUTL €ro NMPou3BeAeHMe, PacnpoCTPaHATD,
ny6iMYHO L4EeMOHCTPMpPOBaTb, NPOAABaTb, MMNOPTUPOBATb, MYCKaTb B MPOKAT, NyHJMYHO UCMOHATD,
MOKa3blBaTb/MCNONHATL B 3dpMpe Uamn pasmeLatb B MHTepHeTe. Mcnonb3osaHue "nupatckoro”
nporpammHoro obecneyeHms MOXKET NPUBECTU K MHOTMM PUCKaM: OT NOTEPU AaHHbIX K TBOMM
aKKayHTam 40 610KMPOBKM TBOETO YCTPOMCTBA, rAe YCTaHOBAEHA HeneranbHaa nporpamma. He

CTOUT TaKXKe 336bIBaTb, YTO CyLLECTBYIOT NIErajibHblE U 6ecnnaTHble nporpammsbl, KOTOPble MOXHO HaNTK
B CETU.

O noptane CeTeBMYOK.pd - TBOW rNABHbIN COBETYMK B CETU. 34eCb Tbl MOXEWb Y3HaTb O
6e30MacHOCTM B CETU MOHATHbLIM M AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHMM KPUTUUYECKON CUTYaLLMM
06paTUTLCA 32 COBETOM. A TaK}Ke MPUHATL y4acThe B KOHKYPCax U CTaTb CamMbIM LUpPOBLIM



rpakgaHuHom!



